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Executive Summary

This confidential deliverable outlines the research ethics, data protection, and project security governance and
monitoring for the first two years on IN-PREP. This report outlines the consortium’s activities in relation to mitigating
any ethical or security issues during the course of the project. It covers the ethical and security aspects of design and
conduct of research, including how human participants are treated, whether research results could be misused for
criminal purposes, and guidance provided to the consortium to avoid scientific misconduct. Beyond describing the
legal and standards framework that informs IN-PREP partners’ practices within the project, specific issues are raised
around data protection authority notifications, Brexit, and other regulatory changes being monitored.

After establishing this framework, the report describes the guidance and monitoring activities around working with
human subjects and for managing the data, personal and otherwise, gathered from them. This includes the work of
both IN-PREP’s Special Offices: the Ethics and Legal Panel and the Security Scrutiny Board. Membership is described,
including the addition of new members from outside the consortia to support on identified gaps. Under the work of
the Ethics and Legal Panel, issues were addressed, including the move to GDPR compliance, informed consents at
large events, consent documentation, gender and diversity issues, privacy notices for the website, and monitoring of
the micro-projects is addressed. In relation to the Security Scrutiny Board, the report articulates the deliverable
reviews and issues raised by in the security screening process, including the framework used to make such assessment.
Key Issues still to be addressed are listed for both Offices. Both Offices have been maintaining the project’s Misuse
Risk Register. This tracks potential future misuses of the research results and the activities partners are undertaking
to mitigate those abuses.

Outside of the offices, support has been provided to partners to ensure data protection accountability, plans for
monitoring the risks from D2.3, and exercise research ethics guidance provided.

Because D10.1 was added as a requirement, this deliverable does not repeat that work of demonstrating
communications with ethics boards and National Data Protection Authorities. Similarly, research ethics and security
protocols were provided in D1.1 and are not repeated here. This deliverable does, however, document the actions of
the IN-PREP Special Committees to monitor and support partner actions necessary for such compliance with the
protocols.

Disclaimer

The content of the publication herein is the sole responsibility of the publishers and it does not necessarily represent
the views expressed by the European Commission or its services. While the information contained in the documents
is believed to be accurate, the authors(s) or any other participant in the IN-PREP consortium make no warranty of any
kind with regard to this material including, but not limited to the implied warranties of merchantability and fitness for
a particular purpose. Neither the IN-PREP Consortium nor any of its members, their officers, employees or agents shall
be responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or omission herein. Without
derogating from the generality of the foregoing neither the IN-PREP Consortium nor any of its members, their officers,
employees or agents shall be liable for any direct or indirect or consequential loss or damage caused by or arising from
any information advice or inaccuracy or omission herein.

Copyright message

©IN-PREP Consortium, 2017-2020. This deliverable contains original unpublished work except where clearly indicated
otherwise. Acknowledgement of previously published material and of the work of others has been made through
appropriate citation, quotation or both. Reproduction is authorised provided the source is acknowledged.

© IN-PREP, 2017 Page 3 0of 3




